
 
 
 
 

 

 
 1 

PRESS RELEASE 

 

 
INCREASINGLY SOPHISTICATED CYBER CRIMES:  

THE NUMBER OF SUCCESSFUL ATTACKS RISE 
 

According to Exprivia's Cybersecurity Observatory, between July and September, network 

incidents increased, particularly for the Software/Hardware, Finance and PA sectors.  

Privacy breaches increased by 40% compared to the second quarter of the year.  

Data theft is the most frequent offence, while cash demands are increasing. 

 

 

12 November 2021. Cyber incidents, namely successful cyber attacks, causing damage to 

institutions, companies and private citizens, are constantly increasing in Italy. These are the findings 

of the latest Report on cyber threats of Exprivia's Cybersecurity Observatory, presented today 

at the Apulia Cybersecurity Forum at the office of the Spegea business school in Bari, which - 

between July and September 2021 - recorded 273 phenomena, including attacks, incidents and 

privacy breaches.  

Overall, the phenomena are slightly reduced (-2.5%) compared to the previous quarter, but the 

techniques used by cyber criminals, constantly evolving,  led to 93 incidents. The number of attacks 

stands at 166, while there were 14 privacy breaches. For the latter, up by 40% compared to the 

previous quarter, the Data Protection Supervisory Authority issued fines of approximately seven 

million Euros, mainly due to omitted or entirely non-existent privacy policy and the illegal use of 

personal data. 

“We must still keep our guard up in defence of the network – comments Domenico Raguseo, 

Exprivia Cybersecurity Director – as the ratio between incidents and attacks is  increasing rapidly 

across Italy. Compared to the first quarter of the year, in fact, when 7% of the attacks were 

successful, between July and September this figure reached 56%, causing increasingly serious and 

irreparable damage. Therefore, the analysis reveals that, on one side, attackers are using 

increasingly sophisticated techniques and, on the other, that incidents can occur even months after 

attacks, making systems vulnerable for quite some time”.  

 

According to the Exprivia Observatory, which considers 95 public sources, in the third quarter of 

2021 the sector recording the highest number of incidents is that of Software/Hardware (34 

episodes), therefore companies in the field of ICT, digital services, e-commerce platforms, devices 

and operating systems, which mainly suffer thefts of data, such as access credentials or sensitive 

information. Next in line comes the Finance sector – from banks to insurance companies, to 

cryptocurrency platforms - with 19 cases, where, in addition to the theft of data of credit cards or 

https://www.exprivia.it/it/cybersecurity-ottimizzare-gli-investimenti-andltbr-andgtper-ridurre-il-rischio-complessivo/6973/exprivia-threat-intelligence-report-3q-2021.php
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access to bank accounts, an increase is recorded in cash demands. In the Public Administration 

sector, on the other hand, 14 incidents were recorded, which mainly led to ‘service interruptions’, 

namely the interruption of the information systems, blocking the operations of public offices. 

While, on one side, criminals are becoming increasingly cunning by refining their techniques, on the 

other, the great work done to spread a culture of cyber security - in the spotlight since the start of 

the pandemic - is beginning to bear fruit. In fact, there was a 19% decrease compared to the 

previous quarter in the use of phishing techniques: people are paying more attention to those 

methods of enticement by way of misleading emails or on social networks. On the other hand, a 

significant increase (+22%) is recorded in the use of malware as an attack method to steal 

sensitive information, mainly by spying on users' banking activities. 
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Exprivia 

Exprivia is the head of an international group specialized in Information and Communication Technology able to address 

the drivers of change in the business of its customers thanks to digital technologies. 

With a consolidated know-how and a long experience given by the constant presence on the market, the group has a team 

of experts specialized in different technological and domain fields, from Capital Market, Credit & Risk Management to IT 

Governance, from BPO to CyberSecurity, from Big Data to the Cloud, from IoT to Mobile, from networking to business 

collaboration up to the SAP world. The group supports its customers in the Banking & Finance, Telco & Media, Energy & 

Utilities, Aerospace & Defense, Manufacturing & Distribution, Healthcare and Public Sector sectors. The offer includes 

solutions consisting of own and third-party products, engineering and consulting services. 

Today the group has about 2,400 professionals distributed in 7 countries worldwide. 

Exprivia S.p.A. is listed on the Italian Stock Exchange on the Euronext Milan (XPR) market. 

The company is subject to the management and coordination of Abaco Innovazione S.p.A. 

www.exprivia.it  
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